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1 FULL STEAM AHEAD 
2020 marked the start of Europe's Digital Decade, an ambitious policy programme that sets the 
groundwork for having a complete digital transformation of Europe by 2030. When first 
announced by the Commission, the programme threatened to be yet another drawn-out project, 
destined to be mired in political debate and unlikely to have any real-world impact for the 
foreseeable future. But a mere two years into the project, a different story unfolds: the European 
Union has kicked one of the most significant reforms in Europe into high gear. With no fewer than 
13 fast-tracked legislative proposals, it looks like the Digital Decade will be completed in half of 
the expected time.  

In 2022, the European Commission met milestone after milestone, announcing or implementing 
new rules and regulations, sometimes as often as twice a month. As a result, companies active 
in the sphere of the Internet of Things (IoT), manufacturers, software companies, digital service 
providers, financial institutions, as well as distributors and importers of digital goods and 
services can expect a more complex regulatory landscape in 2023 and the years to come. At the 
same time, small organisations have more opportunities to build solutions that can help 
them thrive in a European market alongside the industry's established giants. 

In-house counsel can expect a busy 2023. The EU Digital Market Act (DMA) and the 
Digital Services Act (DSA), 2022's most widely publicised competition law initiatives, take effect 
in 2023, and competition teams will need to set aside resources to deal with the DMA and 
DSA's impact and implement their own plans for compliance. For their part, consumer 
protection teams will have two proposals to grapple with in the product and AI liability 
sphere, while privacy and compliance teams will have their hands full with the Cyber Resilience 
Act, the NIS II Directive, and the Digital Operational Resilience Act. Initiatives spearheaded in 
2022, like the Data Act, will move further in the legislative process, creating an opportunity for 
in-scope businesses to make their views known to European lawmakers, while older initiatives 
may gain new momentum, like the proposed AI Act or the ePrivacy Regulation, notoriously 
deadlocked since 2017. Influences from across the left-field, such as the proposed 
European Media Freedom Act or the proposed Regulation on political advertising may fly 
under the radar, but end up having a noticeable effect on digital players. 

As a result of last year's developments, in 2023, legislators and the legislated should be on 
the lookout for spill-over and unintended effects between enforcement areas that were 
previously kept separate. The impact of initiatives billed as privacy-first, like the Data Act, 
should not be overlooked by competition counsel, while competition-first initiatives, like the 
DMA, risk polluting key privacy concepts such as consent.  

In this guide, we highlight the most notable enforcement and legislative developments of 2022. 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52021PC0206
https://digital-strategy.ec.europa.eu/en/library/proposal-regulation-privacy-and-electronic-communications
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52022PC0457
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52021PC0731
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2 ENFORCEMENT DELIGE IN 2022 AT THE EU AND 
NATIONAL LEVEL 

2.1 Competition enforcement 

Reflecting the global nature of the products and services involved, European competition 
authorities took a more unified approach when enforcing existing rules against digital companies. 
They also launched numerous investigations and wrapped up existing ones with complex 
technical remedies: 

 

European Commission 

Microsoft is being investigated for anticompetitive practices in the cloud services sector. 
Google faces scrutiny for its self-preferencing and its anticompetitive contractual restrictions 
on original equipment manufacturers and mobile network operators, with the Commission's 
decision in this case expected to have a significant impact on future global enforcement 
involving mobile ecosystems. 

Court of Justice of the EU 

By contrast, EU courts ruled against the Commission in cases involving Intel and Qualcomm, 
finding procedural irregularities in the Commission's investigations and analyses.  

Italy 

Google and Apple faced fines for not providing clear information about the commercial use 
of data and for using aggressive tactics to get users to accept commercial processing. 
Amazon faced fines for abusing its dominant position in the Italian market for online 
intermediation services. It did so by giving sellers who used its "Fulfilment by Amazon" 
logistics service advantages in terms of visibility and sales. Google came under investigation 
for hindering interoperability in sharing data with other platforms.  

Germany 

Google faced proceedings for combining Google Maps input with third-party mapping 
services, while Apple was investigated for self-preferencing in its third-party app tracking 
rules. 

The Netherlands 

Apple was slapped with periodic penalty fines for failing to amend its App Store rules 
prohibiting Dating-App users from using third-party payment methods. 

France 

Google's commitments to compensate French publishers were accepted, as were Meta's 
commitments to address concerns raised by a French online advertiser.   

 
 

https://curia.europa.eu/jcms/upload/docs/application/pdf/2022-01/cp220016en.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2022-06/cp220099en.pdf
https://www.agcm.it/media/comunicati-stampa/2021/11/PS11147-PS11150
https://www.reuters.com/technology/italys-antitrust-fines-amazon-113-bln-euros-alleged-abuse-market-dominance-2021-12-09
https://en.agcm.it/en/media/press-releases/2022/7/A552
https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/Pressemitteilungen/2022/21_06_2022_Google_Maps.html
https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/Pressemitteilungen/2022/14_06_2022_Apple.html
https://www.acm.nl/en/publications/acm-apple-changes-unfair-conditions-allows-alternative-payments-methods-dating-apps#:%7E:text=In%20ACM%27s%20opinion%2C%20Apple%20abused,payments%20totaled%2050%20million%20euros.
https://www.autoritedelaconcurrence.fr/en/press-release/meta-makes-commitments-autorite-de-la-concurrence
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2.2 Privacy and data protection enforcement  

Increased EU-level coordination and big-ticket fines for violations of the General Data Protection 
Regulation (GDPR) by – predominantly - big tech companies also marked enforcement of 
European data protection rules in 2022.  

The European Data Protection Board (EDPB), a consortium of European data protection 
authorities which now plays a more prominent role in GDPR enforcement, issued several binding 
decisions which overrode the Irish Data Protection Authority ("DPA") more lenient conclusions on 
the lawfulness of some data processing practices and the amount of GDPR fines. The EDPB's 
binding decisions tend to broaden the scope of GDPR obligations and mandate multimillion fines 
for violations.  

That said, public enforcement cooperation still suffers from legal and organisational weaknesses 
that make it slow and inefficient; particularly, the persistent problem of data protection 
authorities' lack of financial and human resources; diverging enforcement priorities across the 
EU; and incoherent administrative rules and procedures.  

To address these challenges, the EDPB proposes enhancing and prioritising cooperation on 
"strategic cases"; aligning national enforcement strategies; and harmonsing certain aspects of 
administrative procedure laws. The trend towards higher GDPR fines and more coordinated 
enforcement is likely to continue in 2023. 

In terms of content, GDPR enforcement increasingly focuses on compliance with data processing 
principles, such as fairness, rather than on (and sometimes beyond) specific GDPR obligations. 
This could lead to a broader application of the GDPR, especially in the context of  development 
and use of AI systems). This area is becoming top priority for some of the European DPAs, such 
as the Dutch and the French, which started 2023 by creating special organisational units 
dedicated to AI supervision. 

As GDPR enforcement entered an active stage in 2022, references to the Court of Justice of the 
European Union (CJEU) requesting clarification of multiple concepts, principles and obligations 
introduced by the GDPR are growing. In 2022, the CJEU adopted over ten preliminary rulings, 
clarifying various data protection issues, such as: the right to be forgotten; consumer 
organisation standing in litigation under the GDPR; and the role of the data protection officer. 
More than 20 new requests for preliminary rulings have been made, asking the CJEU to clarify 
GDPR provisions related to compensation of damage; the right of access to personal data; and 
the meaning of consent. In 2023, we expect several crucial CJEU judgments related to private 
enforcement, including the interpretation of damages, right to compensation and liability under 
the GDPR.  

Against the backdrop of increased GDPR-related litigation (including mass claims), the 
relationship between private and public enforcement remains unresolved. While wary of potential 
inconsistencies between GDPR interpretation and enforcement by courts and data protection 
authorities, the CJEU held that there is no hierarchy between public and private enforcement. In 
other words, both proceedings can run in parallel and independently of each other. The CJEU also 
advised each EU member state to adopt rules regulating the relationship between the private and 
public enforcement avenues to ensure the consistent and homogeneous application of the GDPR. 
The failure of the CJEU to adopt a European-level approach to this relationship will lead to 

https://edpb.europa.eu/our-work-tools/consistency-findings/binding-decisions_en
https://edpb.europa.eu/system/files/2022-04/edpb_statement_20220428_on_enforcement_cooperation_en.pdf
https://autoriteitpersoonsgegevens.nl/nl/nieuws/algoritmetoezicht-ap-van-start
https://www.cnil.fr/fr/creation-dun-service-de-lintelligence-artificielle-la-cnil-et-lancement-des-travaux-sur-les-bases-de
https://curia.europa.eu/juris/document/document.jsf?text=&docid=269145&pageIndex=0&doclang=FR&mode=req&dir=&occ=first&part=1&cid=289666
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inconsistencies of GDPR enforcement at the European level. Different member states’ 
approaches are likely to diverge. They will also only apply within each member state’s jurisdiction. 
It is unclear what the relationship between public and private enforcement will be when public 
enforcement takes place in one member state, and private – in another.  

 

2.3 Kaleidoscopic enforcement at the cross-roads of competition, consumer 
and privacy laws 

With the adoption of the Digital Markets Act, and various other data-related legislation (such as 
the Data Act discussed below), the problem of the "kaleidoscopic enforcement" of competition, 
data protection and consumer laws (a concept we have coined to refer to overlapping or 
conflicting enforcement against the same data-related violation by different authorities in 
different EU member states) is likely to grow. Competition and consumer authorities already 
routinely take enforcement on data-related issues overlapping with the GDPR. Incorporating the 
GDPR concept of "consent" into the DMA and simultaneously applying the GDPR with other data-
related acts, absent a pan-European interdisciplinary coordination mechanism, is set to 
exacerbate complications.  

 

 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3701807
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3 CONSUMER PROTECTION IN THE AGE OF AI 

3.1 The Product Liability Directive and the AI Liability Directive 

On the consumer law side of the triad mentioned above – competition, consumer and privacy 
laws – the Commission launched two initiatives in 2022:  

• Proposed a revision of the EU Product Liability Directive, which aims to tweak the existing 
liability rules for the digital age. For example, the revision clarifies that strict (no fault) 
liability rules apply to product manufacturers and software providers and to providers of 
digital services that affect the functioning of the product. The directive would also label AI 
systems and AI-enabled goods as "products", which are then subject to product liability 
rules. Proposed amendments will have implications for online platforms too. When acting 
as manufacturers, importers, or distributors of products (rather than intermediaries exempt 
from liability), such platforms could be liable for defective products on the same terms as 
traditional businesses. This could, for example, be the case when online platforms enable 
specific transactions between consumers and companies to place their products on their 
platform. 

• Proposed a new AI Liability Directive, which builds on the legal framework introduced in 
the 2021 proposal for the AI Act (see our previous article), the latter still hotly debated in 
business, academic and policy circles. The proposal aims to harmonise liability rules for 
providers and users of AI systems and to make it easier for consumers to sue for damages 
caused by AI systems. In certain instances, it differentiates between the liability of the AI 
system provider and the business making it available to end-users, which means allocation 
of such responsibilities will be key. 

 

 

 

https://single-market-economy.ec.europa.eu/system/files/2022-09/COM_2022_495_1_EN_ACT_part1_v6.pdf
https://commission.europa.eu/system/files/2022-09/1_1_197605_prop_dir_ai_en.pdf
https://www.debrauw.com/articles/commissions-ai-proposal-to-bolster-antitrust-enforcement-in-algorithm-driven-markets#experts
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3.2 Impact on businesses 

Both proposals include provisions facilitating access to evidence, and shifting the burden of 
proof of causation between the defect and the harm. Both are expected to have a profound impact 
on technology companies, whether engaged in manufacturing, distribution, import and use of AI 
systems, or online platforms and providers of digital services and software. Non-EU companies 
will not be spared, as the rules also apply outside the EU.  

As the proposed amendments make their way through the legislative process, companies may 
already want to take into account these two regimes, alongside the proposed AI Act, when 
developing or procuring AI systems. A particular area of focus in negotiations is likely to be the 
distribution of contractual liability between different parties along the supply chain of products 
and services targeted by the new rules.  

If adopted, both proposals will enable pan-European mass claims litigation related to liability for 
faulty AI systems and AI-enabled goods under the Representative Actions Directive  – which all 
EU member states should have implemented by 25 December 2022. For a discussion of this 
directive and its transposition into Dutch law, see paragraph 9.3 of our guide on the new collective 
actions regime in the Netherlands. 

 

 

 

  

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32020L1828&from=en#d1e663-1-1
https://dwbxnuhxoazve.cloudfront.net/UNLOCKING-THE-WAMCA-Second-Edition.pdf


De Brauw Blackstone Westbroek 

14 / 24 
 

  



De Brauw Blackstone Westbroek 

15 / 24 
 

4 STRENGTHENING DIGITAL MARKETS 

4.1 Digital Markets and Digital Services Acts 

Among the last pieces of legislation to be adopted, but potentially the most impactful in practice, 
the Commission's digital services package entered into force in November and consists of two 
pieces of legislation.  

Digital Markets Act: the DMA targets online businesses which provide a core platform service in 
at least three member states, boast an annual EU-wide turnover of at least EUR 7.5 billion in the 
last three financial years (or a market capitalisation of at least EUR 75 billion in the last financial 
year), and reach 45 million monthly active end users and 10,000 annual business users for three 
years preceding designation (see our previous article). The Act introduces new rules for 
businesses subject to its scrutiny – aptly called "gatekeepers"  – and sets up enforcement 
mechanisms complete with significant fines. 

DSA: Replacing the 23-year-old e-commerce directive, the DSA acts as a companion piece to the 
DMA, but has a stronger consumer protection focus. Premised on the principle that what is illegal 
offline should be illegal online, the DSA requires digital services providers to effectively counter 
illegal content without impeding users' freedom of expression or their fundamental right to data 
protection. 

 

 

 

4.2 Impact on businesses 

Under the DSA, platforms will need to set up policies to make their content moderation practices 
and algorithm-recommend content more transparent, and to weed out advertising targeting 
children or practices that could be seen as manipulating user choice. Platforms boasting 45+ 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?from=EN&uri=OJ%3AL%3A2022%3A265%3AFULL
https://www.debrauw.com/articles/reinforcing-the-digital-markets-act-proposal-eu-parliament-and-council-have-their-say
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A32000L0031
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=COM%3A2020%3A825%3AFIN
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million monthly EU users face even more scrutiny around their role in preventing systemic risks 
to electoral processes, public security, public health, or physical and mental well-being.  

The first decisions designating gatekeepers under the DMA are expected in September 2023, 
leaving businesses a little over half a year to develop and implement compliance programmes. 
That task will be made more difficult by the Commission's failure to issue guidelines on the 
interpretation and application of the DMA. Its procedural guidelines are still at the consultation 
stage. Nevertheless, large platforms should be prepared to self-assess and self-report to the 
Commission: if identified as a gatekeeper, these platforms will face restrictions to M&A efforts 
targeted at other digital services providers, even for deals not caught by traditional EU merger 
rules, as well as stringent prohibitions, such as: 

✘ 
Using wide or narrow parity clauses, as predicted by the Commission's revised rules on 
verticals (see our previous article).  

✘ 
Combining personal data from multiple services without GDPR-compliant consent, as 
foreshadowed in proceedings against Facebook and Google in Germany.  

✘ 
Bundling services or prohibiting integration of third-party competing services, a rule the 
Dutch Competition Authority imposed on Apple in relation to its prohibition on 
alternative payment systems for in-app purchases.  

✘ 
Restricting advertiser and publisher access to detailed ad pricing information, a fall-out 
from the Commission's abuse of dominance ad tech investigation into Google.  

✘ Self-preferencing, as exemplified in the Google Shopping decision. 

✘ 
Using non-public data provided by business users when competing with those same 
business users, as was the case in the Commission's now settled Amazon Marketplace 
investigation.  

 

Many of these prohibitions introduced by the DMA are mere codifications of requirements 
established on a piecemeal basis by recent European and national enforcement actions. However, 
when designing the DMA, the Commission seems to have taken on board some but not all lessons 
from previous enforcement cases. As a result, the DMA risks creating an incoherent interpretation 
of consent by competition and data protection authorities and complicating the already intricate 
relationship between competition and data protection enforcement, as flagged in our previous 
article. To further complicate matters, the DMA's interaction with comparable national rules (like 
Section 19a of the German Competition Act) may cause tensions and lead to divergent 
enforcement, as can already be seen in cases developing against Google and, possibly, 
Microsoft. 

 

 

 

  

https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13540-Digital-Markets-Act-implementing-provisions_en
https://www.debrauw.com/articles/revised-eu-rules-for-vertical-agreements-proposed-to-address-changed-market-realities
https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/Pressemitteilungen/2019/07_02_2019_Facebook.html
https://www.acm.nl/en/publications/summary-decision-abuse-dominant-position-apple
https://ec.europa.eu/commission/presscorner/detail/en/ip_21_3143
https://ec.europa.eu/competition/antitrust/cases/dec_docs/39740/39740_14996_3.pdf
https://ec.europa.eu/competition/elojade/isef/case_details.cfm?proc_code=1_40462
https://www.debrauw.com/articles/our-iapp-panel-on-convergence-of-data-related-enforcement-in-digital-age-key-insights
https://www.gesetze-im-internet.de/englisch_gwb/englisch_gwb.pdf
https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/Pressemitteilungen/2022/21_06_2022_Google_Maps.html
https://www.politico.eu/article/microsoft-to-face-new-antitrust-scrutiny-in-germany/
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5 UNLOCKING THE POTENTIAL OF DATA IN EUROPE 

5.1 The Data Governance Act, the Data Act and the Regulation on the European 
Health Data Space 

The past year has also marked significant progress on the Commission's European Strategy for 
Data, with three new acts in particular. 

 

 

 

Data Governance Act: To generate more data available for re-use, the Data Governance Act 
creates a mechanism for:  

• sharing and reusing certain private sector data held by public authorities (for example, data 
submitted for licensing and approvals) 

• enabling individuals and businesses to make their data available for public good (data 
altruism) 

• facilitating data sharing across sectors and borders 

• regulating "data intermediaries" – organisations mediating between individuals, data-
sharing organisations and third parties reusing that data – in order to enhance trust in data-
sharing. 

Data Act: The proposal focuses on rights of access to the digital environment and, if enacted, 
will apply to public authorities and private businesses where they manufacture or provide digital 
services or connected products (including IoT). 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0066
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0066
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022R0868
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_1113
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Regulation on the European Health Data Space (EHDS): The Commission envisages the Common 
European data spaces as sectoral data-sharing ecosystems that will enable reusability of data 
and will be mediated by technologies and infrastructures conforming to certain standards. The 
proposed regulation envisages a legal framework for access to and exchange of electronic health 
data for the provision of health services (primary use), and for the re-use of that data for other 
permitted purposes (secondary use). The proposal also introduces requirements for data quality 
and interoperability and mandates the creation and maintenance of a technological infrastructure 
necessary for EU-wide access and exchange of data for primary and secondary use. In addition 
to health, the Commission plans to create eight other data spaces: Industrial, Green Deal, 
Mobility, Finance, Energy, Agriculture, Public Administration, and Skills.   

5.2 Impact on businesses 

All three legislative instruments are set to unlock the economic and social potential of data (both 
personal and non-personal) in Europe. While, taken in isolation, these acts create new 
opportunities, from a broader European law perspective they bring new challenges for companies 
to navigate the increasingly intertwined European legal framework on data governance and data-
related enforcement.   

All three instruments also apply to both personal and non-personal data, which under EU law are 
subject to different legal regimes. Therefore, when personal data is involved, all data-sharing 
initiatives must also comply with the GDPR. They will then be subject to several different 
enforcement mechanisms (which will largely operate in silos), and to supervisory authorities set 
up by each of the legislative instruments.  

While  both the DGA and the proposal for an EHDS Regulation promise availability of more 
reusable data for research and innovation, it remains to be seen whether these mechanisms will 
operate well in practice, considering that both legislative instruments also create certain barriers 
to non-personal data flows outside the European Union. These barriers are similar but not 
identical to those already existing in the GDPR for transfers of personal data outside the EU. 

The DGA and the proposed Data Act will likely create tensions with existing intellectual property 
rights and trade secret protection. Under the Data Act, businesses will be expected to open and 
provide access to proprietary data to governments (B2G) and other businesses (B2B) and to 
enable customers to switch more easily (if that is not currently the case) between different cloud 
data-processing service providers, while small and medium-sized businesses would remain 
exempt from many of its more stringent requirements.  

The Data Act has also received significant criticism for being seen as unnecessarily 
interventionist. Indeed, while the ability to transfer data is clearly critical to enable switching, if 
regulation starts to determine the scope of offerings to customers, this could lead to a 
detrimental impact on incentives to innovate and to compete in a dynamic manner. Another 
problem of the Data Act is its overlap and potential conflict with existing competition law 
mechanisms. By imposing unreasonably stringent requirements on businesses active in markets 
which show no actual signs of failure, it risks falling short of achieving its intended aim of 
boosting cloud adoption and could even prove significantly detrimental to effective competition 
in the medium to longer term.  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52022PC0197
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6 A SAFER DIGITAL SPACE 

6.1 The Cyber Resilience Act, the NIS II Directive, the European Chips Act, and 
DORA 

Another important pillar of the European digital strategy is the resilience from cybersecurity 
threats and from supply chain disruptions in the semiconductor industry. In 2022, European 
legislators: 

• unveiled a proposal for a new Cyber Resilience Act, which introduces mandatory 
cybersecurity requirements for products with digital elements throughout their entire 
lifecycle  

• revised the directive on measures for a high common level of cybersecurity across the 
Union (NIS II Directive), adopted at the end of 2022, which substantially broadens the 
scope of companies' existing cybersecurity obligations 

• announced the European Chips Act, a legislative proposal targeting the supporting 
infrastructure that makes digital environments possible. If adopted, the proposal would 
launch a broad investment program targeting capacity-building and innovation in 
semiconductors, creating opportunities for home-based manufacturers and potentially 
increasing pressure for those abroad. 

• adopted the Digital Operational Resilience Act (DORA), which entails legislation to 
decrease ICT risks faced by financial entities.  

 

 

 

 

https://ec.europa.eu/commission/presscorner/detail/en/ip_22_5374
https://www.consilium.europa.eu/en/press/press-releases/2022/11/28/eu-decides-to-strengthen-cybersecurity-and-resilience-across-the-union-council-adopts-new-legislation/
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/european-chips-act_en
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:32022R2554
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6.2 Implications for businesses 

The new cybersecurity rules are expected to increase the compliance cost for manufacturers and 
developers of digital services, who will be tasked with ensuring conformity with the new rules if 
they want access to the EU market. Under the Cyber Resilience Act, the majority of manufacturers 
and service providers will continue to benefit from self-assessment provisions, but up to 10% of 
digital products and services may need to be subjected to external standards and third-party 
assessments. This includes virtually all IoT products as well as online services like browsers, 
password managers, network interfaces, firewalls and operating systems.  

 

Compared to its predecessor, the NIS II Directive will apply to a broader range of sectors. For 
example, cybersecurity requirements will now also apply to digital infrastructure and digital 
providers, including social networking services platforms and data centres. All mid-size and large 
entities operating in those sectors as well as certain "important" and "essential" entities 
irrespective of their size will have to comply with the new cybersecurity rules. NIS II also 
introduces new oversight and accountability obligations and cyber risk-management measures 
and tightens incident-reporting requirements. Unlike its predecessor, which gave EU member 
states full discretion in determining the amount of administrative fines, NIS II introduces fines of 
up to EUR 10 million or at least 2% of the total worldwide annual turnover (whichever is higher) 
of the undertaking to which an entity that has violated NIS II belongs. 

 

DORA contains, among other things, rules on ICT risk management, governance, incident 
management and reporting, digital operational resilience testing, and ICT third-party risks. It 
creates EU-wide obligations for financial entities to bolster the security of network and 
information systems and ensure overall digital operational resilience to withstand, respond to 
and recover from ICT-related disruptions.  
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7 OTHER NOTABLE DEVELOPMENTS 

7.1 Definitions 

As a companion piece to its Digital Compass programme, the Commission's first agenda item for 
2022 concerned a declaration on digital rights and principles. The proposal, announced on 26 
January 2022, aims to act as a reference point for the kind of digital transformation the European 
Union promotes and defends. It also aims to provide a guide for policymakers and companies 
when dealing with new technologies. A few months later, on 11 May 2022, the Commission 
adopted a new European strategy for a Better Internet for Kids and a proposed regulation laying 
down rules to prevent and combat child sexual abuse. Both aim to increase the incidence of safe 
digital experiences for children by strengthening the regulation of online businesses. The 
proposal includes plans to develop a code for age-appropriate design of online businesses and 
set new standards for online age verification and online reporting of illegal or harmful content.  

The Commission rounded off the year by adopting a long-awaited draft adequacy decision for the 
US on 13 December 2022. While still pending approval, the decision is crucial for transfers of 
personal data from the EU to the US after the CJEU invalidated the EU-US arrangement for 
personal data transfers, the EU-US Privacy Shield, in its 2020 Schrems II judgment.  

https://digital-strategy.ec.europa.eu/en/policies/europes-digital-decade
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_452
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_2825
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2022%3A209%3AFIN
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_7631
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